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Purpose of Presentation
-

To outline the process CFHP will follow for
appropriate notification to affected individuals
and to the Secretary of HHS following the
discovery of a breach of unsecured PHI.



Regulation

This breach notification is a
major requirement added to
HIPAA privacy rules by the

American Recovery and

Reinvestment Act (ARRA) of
2009 /

F
Requires HIPAA covered entities L\/
to notify individuals when there is

a breach of unsecured PHI that
affects them




Summary of Interim Rule
-

The new requirements apply if all the following
are present:

There Is a breach
ne PHI Is unsecured

ne breach compromises the security of
the PHI




Breach defined

The unauthorized acquisition, access, use, or
disclosure of protected health information which
poses a significant risk of financial, reputational
or other harm to the individual except where an
unauthorized person to whom such information
disclosed would not have been able to retain
such information.




Breach defined

In summary, a breach is an incident that
compromises the security or privacy of the PHI
and poses a significant risk of financial,
reputational, or other harm to the individual.



What is Unsecured PHI?

Protected health information (PHI) that Is
not rendered unusable, unreadable, or
Indecipherable to unauthorized
Individuals through the use of technology
or methodology specified by the HHS
Secretary.



Breach Notification Requirements

Compliance and Regulatory Affairs will work

with the involved departments to determine:

Was there an impermissible use or disclosure of
unsecured PHI?

Was the use or disclosure a violation of the HIPAA
privacy or security rules?

Was there significant risk of financial, reputational, or
other harm to the individual?

Does an exception apply?



Exceptions to the Breach Notification
Rule #1

Any unintentional acquisition, access or use
of the PHI by a workforce member or an
Individual, acting upon the authority of CFHP
or Business Associate, who acquired,
accessed, or used PHI in good faith and
within the normal scope of his/her authority,
and if the PHI is not further used or
disclosed.



Example #1
.

No Breach Breach
Claims staff opens an emalil Claims staff opens an emalil
sent by a BA by mistake. sent by a BA by mistake.
The member involved is a The member involved is a
friend. The Claims staff friend. The Claims staff
notices she was not the calls her husband and tells
Intended recipient, alerts the him about the friend’s
sender of the misdirected Information.

email, and does not further
use or disclose the PHI



Exceptions to the Breach Notification
Rule #2

Any inadvertent disclosure by a person who
IS authorized to access PHI at CFHP or a
Business Associate If:

- to another person authorized to access PHI at
CFHP or Business Associate, and

- the PHI is not further used or disclosed In
violation of the HIPAA Privacy Rules



Example #2
.

No Breach Breach

A BA receives a fax
regarding health information
for CFHP’s CEO intended
for a CFHP Claims staff.
Both staff involved are
similarly situated in their
authority to access PHI. The
BA notices he was not the
Intended recipient, alerts the
sender of the misdirected
fax, destroys the fax and
does not further use or
disclose the PHI

A BA receives a fax
regarding health information
for CFHP’s CEO intended
for a CFHP Claims staff.
Both staff are similarly
situated in their authority to
access PHI. The BA shares
the fax information with his
co-worker



Exceptions to the Breach Notification
Rule #3

A disclosure of PHI where CFHP has a good
faith belief that an unauthorized person to
whom the disclosure was made would not

reasonably have been able to retain such
Information



Example #3
.

No Breach Potential Breach
A BA sends a CFHP file A BA sends the wrong
with PHI to the wrong file with PHI to the
entity (non-HIPAA wrong entity (non-
entity) but the file was HIPAA entity). ldentity
undeliverable theft is reported by

CFHP with members
contained on this file.



Additional Breach Examples
-

Sending PHI email unencrypted
Unauthorized reading of a member’s account information

Accessing medical information on a family member
without written authorization

Telling a co-worker your password so that he or she can
login to your work

Being away from your workstation while you are logged in
without locking your system to protect confidential
iInformation

Unauthorized use of a user’s id and/or password to
access employee files or member accounts



Risk of Harm Assessment
N

The rule provides a number of factors to be
considered when conducting a risk assessment.

Compliance and Regulatory Affairs will conduct the
risk assessment and involve appropriate staff to
complete.

The covered entity (CFHP, Business Associate (BA))
has the burden of proof for determining that the
breach did not require notification — must be
documented



Breach Notification and Discovery Date

CFHP is required to notify the affected
Individuals of any breach of unsecured PHI
without reasonable delay but not later than
60 calendar days after discovery.

Discovery date is the first day the breach is
Known or reasonably should have been
Kknown to CFHP or the Business Associate




Notification Requirements: Business
Assoclate (BA)

]
BA is required to notify CFHP of a breach
Immediately .

Date of discovery is based on the BA
discovery date

CFHP will notify the affected individuals




Notification Requirements: Individual

A written notice Is required to be sent first-
class to each affected individual.

Contents of the written notice can be found at
http://www.hhs.gov/ocr/privacy/hipaa/underst
anding/coveredentities/federalreqisterbreachr

fl.pdf




Notification Requirements: Individual

Substitute notice is required if mail is returned back
undeliverable.

If CFHP receives returned mail for 10+ individuals,
then CFHP is required to inform the affected
iIndividuals one of two ways:

- Posting on the web homepage

— Publication in major print or broadcast media

The substitute notice must include a toll-free number
to be active for 90 days Q
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Notification Requirements: Media
-

If 500 or more individuals are affected of a
state or jurisdiction, CFHP must provide the
notice to major media outlets without
reasonable delay, but in no case later than
60 calendar days after discovery of the
breach. -




Notification Requirements: HHS
.

500 or more affected individuals
— CFHP must notify HHS immediately

- HHS will post a list of covered entities on their website who
have submitted reports of a breach affecting more than 500
Individuals

Less than 500 affected individuals

— CFHP will maintain a log of incidents

- Reported annually to HHS by Compliance and -
Regulatory Affairs I i

HHS’s report includes which Business
Associate(s) are involved




Delay Required by Law Enforcement

If law enforcement determines that notification would impede a
criminal investigation or cause damage to national security,
CFHP is allowed to delay notification, but only for up to 30 days
as orally directed by the law enforcement agency, or for such
longer period as the law enforcement agency specifies in

writing




FINES
HIGHER

Penalty Summary

State Attorney Generals (AGSs) can bring civil
HIPAA actions

Civil monetary penalties (CMPs) go to the
Office of Civil Rights (OCR) and a % go to
victims

CMP cap raised from $25,000 to $1.5 million
annually per type of violation



Penalty Summary
-

HIPAA criminal provisions apply to individuals
Business Associates can be held liable

HHS can bring civil enforcement actions
where violation may be criminal but no
criminal action pursued




Penalties - Detall
o

Penalties for violations of HIPAA have been established
under this Act. The penalties do not apply if the organization
did not know (or by exercising reasonable diligence would
not have known) of the violation or if the failure to comply
was due to a reasonable cause and was corrected within
thirty days. Penalties will be based on the organization’s
culpability for the HIPAA violation. The Secretary still will
have the discretion to impose corrective action without a
penalty in cases where the person did not know (and by
exercising reasonable diligence would not have known) that
such person committed a violation.

The maximum penalty is $50,000 per violation, with a cap of
$1,500,000 for all violations of an identical requirement or
prohibition during a calendar year.



Penalties - Civil
e

The minimum civil monetary penalties are tiered based upon the
entity's perceived culpability for the HIPAA violation, as follows:

Tier A — If the offender did not know

— $100 for each violation, total for all violations of an identical
requirement during a calendar year cannot exceed $25,000.

Tier B — Violation due to reasonable cause, not willful neglect

— $1,000 for each violation, total for all violations of an
identical requirement during a calendar year cannot exceed
$100,000.



Penalties - Civil
e

Tier C — Violation due to willful neglect, but was corrected.

-~ $10,000 for each violation, total for all violations of an
identical requirement during a calendar year cannot
exceed $250,000.

Tier D — Violation due to willful neglect, but was NOT
corrected.

-~ $50,000 for each violation, total for all violations of an
identical requirement during a calendar year cannot
exceed $1,500,000.



What can you do as a BA?

Notify CFHP Privacy Officer
Immediately of any potential
breaches

— CFHP Compliance Hotline Number,
(210) 358-6049

- Compliance and Regulatory
Director, (210) 358-6027




What can you do as a BA?
-

Make sure your BA Is
HIPAA Compliant

Create policies and
procedures regarding
HIPAA compliance and
reporting requirements

Train your staff



Questions
—

Contact the Privacy
Officer/Director of
Compliance and
Reqgulatory at (210)
358-6027



